
Penetration Testing

Penetration testing is attempting to gain 
access to resources without the normal means 
of access

Used to test the security of a system

There are two types of penetration testing...
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Penetration Testing

Malicious insider 
testing

Using basic access to the network 
and some knowledge

e.g. student login trying to access 
staff area

External attack 
Testing

No access to network

Simulates an external hack or cyber 
warfare
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Penetration Testing

● a malicious insider penetration test is to 
simulate a someone who has knowledge of 
and basic credentials (a log in etc…) for the 
target system

● an external attack penetration test is to 
simulate a hacking or cyber warfare attack 
where the attacker has no knowledge of or 
any credentials for the target system 3
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